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NETOP* Netop NetFilter is the innovative Web filtering software that delivers
reliable and continuously updated protection for schools and
businesses. Using sophisticated analysis, NetFilter provides content
I p— filtering to block pornography and other inappropriate content
before it appears on computer screens. Flexible features halt instant

messaging, chat and file sharing, and block unwanted downloads.

Block unwanted Web sites

Stop pornographic, offensive or illegal content. Built-in categories
make it easy to filter out sites that promote gambling, violence,
and other inappropriate activity.

Halt IM, chat and file-sharing

Suppress any unwanted program including instant messaging, chat
or file-sharing with the click of a mouse. Set limits on streaming
audio and video that consume network bandwidth.

Prevent downloads

Block unwanted file types from downloading by simply specifying
the extension or fragments of the file name. Reliably block MP3
files, even if the file extension is disquised.

Real-time content filtering

NetFilter uses image, text and behavioral analysis to reliably assess
and filter inappropriate content dynamically and in real time. New
Web sites are analyzed instantly, eliminating the need to maintain
lists of inappropriate sites.

BENEFITS
¢ Enforce Internet policies

¢ Increase productivity,
decrease distractions

¢ Protect public image

¢ Reduce unrelated
Internet use

¢ Shield Spyware, spam
and malicious code

¢ Release bandwidth for
legitimate use

e Superior combination
of technologies

® Very easy to use

* No constant updates

Web sites that seem safe may not be. It is not unusual that
sites download malware to the endpoint without the user

knowing about it.



FEATURES

Block unwanted Web sites

Stop inappropriate, offensive or illegal
content before it appears on computer
screens. Block whole categories of Web
sites with the click of a mouse.

Reliable content filter

NetFilter uses a 100% dynamic approach
that is not dependent on URL lists that
quickly become obsolete. New Web sites
are analyzed and filtered in real-time
without any updating.

Halt instant messaging, chat and
file-sharing programs

Suppress IM, chat and file-sharing
programs centrally. Stop or set limits on
streaming audio and video that consume
network bandwidth.

Block unwanted file types

Prevent the downloading of certain

file types simply by specifying the file
extension or fragments of the file name.
Reliably block or limit MP3 files even if

the file extension is deliberately modified.

Comprehensive logging and statistics
Log all activities and events centrally,
down to user level if necessary, and view
them graphically at any time. Integrate
PC's outside the network using the free
Business Desktop module.

Highly scalable
NetFilter is scalable to meet the needs of

very large businesses and school systems.

Adapt the program to any network size
using multiple centrally administered
NetFilter installations.

Outstanding accuracy and flexibility
NetFilter reliably identifies unwanted
content through a combination of
industry-leading technologies for
professional text and image analysis,
coupled with intelligent analysis of Web
surfing behavior.

NETOP NETFILTER REQUIREMENTS

NetFilter Proxy Server:
+ Windows NT/2000/2003/2008
(including all server editions)

NetFilter Admin:
+ Windows NT/2000/2003
/2008/XP/Vista
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Client Computers:

« All operating systems (Windows, Mac,
Linux etc.) Internet browsers with
configurable proxy settings

NetFilter eClient Module:
« Windows 9x/Me/2000/XP/Vista

www.netop.com

NetFilter Business Desktop:
- Windows 2000/XP/Vista, requires
NetFilter with MySQL database

Headquartered in Denmark, Netop has offices in China, Germany, Switzerland, the United Kingdom and the United States.



